
Int. J. Intell. Syst. Data Sci. (2026) 1(5):1–14
Article ID: IJISDS-2026-360

Bridging ML and Threat Landscapes: Inference Attacks and
Cryptographic Defenses for Training-Phase Data Protection

Pramod Prakash
pramodprakash16@gmail.com

Independent Researcher

Abstract

Machine learning systems use sensitive personal data to train and infer models, but developers are largely
unaware of privacy attack vectors that evade conventional data security controls. This paper surveys
the privacy threat landscape inherent to ML workflows, including membership inference attacks, model
inversion attacks, reconstruction attacks, and re-identification attacks, which can occur even when data is
transmitted over encrypted channels or is explicitly de-identified. It then catalogues cryptographic and
perturbation-based defense mechanisms, including homomorphic encryption protocols, garbled circuits,
secret-sharing architectures, secure processors, and differential privacy frameworks, that enable privacy-
preserving machine learning (PPML) without sacrificing model utility. The extensive study of commercial
systems (ShareMind, RAPPOR, local DP in Chrome, etc.) and academic systems shows what is being
deployed in practice and what limitations remain. Finally, the paper provides an overview of the important
barriers to adoption, namely algorithmic rigidity, the trade-off between computational scalability and
privacy, non-collusion assumptions, gaps in policy enforcement, and human-data-interaction principles
(legibility, agency, negotiability) for realizing the right to be forgotten and granting data owners control
over the processes of inference.
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1. Introduction

Machine learning enables data-driven decision making in various domains but incurs high privacy costs.
The collection and processing of personal data from health records and banking details to browsing
history creates unprecedented privacy risks. Common protection strategies, such as encryption at rest and
anonymization, are no longer sufficient against powerful inference attacks that can reconstruct sensitive
data from machine learning models or their outputs. This paper examines the multiple threats faced by
ML systems and surveys state-of-the-art privacy-preserving techniques.

A fundamental challenge is the tension between ML utility and privacy preservation. The most
powerful models depend on data centralization, which creates a single point of failure and makes
them attractive targets for adversaries. Even distributed mechanisms such as federated learning remain
vulnerable to inference attacks. This study aims to bridge the knowledge gap between ML practitioners
and privacy engineers by providing a common framework to understand threats and evaluate defenses.
We classify attacks based on their underlying cryptographic or statistical principle. Recent work has
highlighted the importance of evaluating privacy leakage alongside performance in ML systems [1].
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We make three key contributions: (1) an organized taxonomy of privacy threats relevant to ML
workflows, (2) a comparative study of the practical deployment of various PPML techniques with respect
to their computational overhead and privacy guarantees, and (3) a set of open challenges and future
research directions. The structure of the paper is as follows: Section 2 covers ML fundamentals. Section
3 deals with privacy challenges. Section 4 covers cryptographic defense mechanisms. Section 5 deals
with perturbation techniques. Challenges and future scopes of implementation are discussed in Section 6.

2. Related Work

We organize the related literature into three thematic blocks: (i) inference attacks and privacy leakage
in ML pipelines, (ii) cryptographic and perturbation-based defenses for PPML, and (iii) system-level
evaluation and deployment considerations. For each block, we synthesize the assumptions, threat models,
attack capabilities, privacy objectives, and limitations of the cited works, and we explicitly compare how
they differ from one another and from the present survey.

2.1 Inference Attacks and Privacy Leakage in ML Pipelines

A first line of research examines how ML models and their outputs leak information about training
data. Membership inference attacks exploit the differential behavior of a model on seen versus unseen
examples. These attacks assume black-box query access and generally require confidence scores or
repeated queries; their effectiveness depends on model overfitting and the adversary’s auxiliary knowledge
of the data distribution. Model inversion attacks reconstruct representative class instances from prediction
confidence, assuming black-box access with confidence outputs; they are most effective when the model is
overconfident and outputs full probability distributions rather than hard labels. Reconstruction attacks aim
to recover exact training samples from model parameters or gradients, typically requiring white-box access
or gradient sharing; their feasibility is highest in federated learning settings with repeated gradient updates
and low batch sizes. Attribute inference attacks infer sensitive attributes from predictions, assuming
black-box access and side information about feature correlations. De-anonymization and re-identification
attacks link records across databases using quasi-identifiers, requiring auxiliary data but no model
access. Model extraction attacks duplicate model functionality through systematic queries, assuming
black-box access with a query budget. Recent work has explored client-tailored privacy hardening against
training-data leakage in ML services [2].

Comparing these works, we observe that they differ fundamentally in (i) threat model (white-box vs.
black-box vs. auxiliary-data-only), (ii) attack capability (single query vs. repeated queries vs. gradient
access), (iii) privacy objective (membership vs. attribute vs. sample recovery vs. model theft), and (iv)
limitations (dependence on overfitting, confidence outputs, non-collusion, or query budgets). However,
most studies evaluate attacks in isolation on standard benchmarks, and few compare multiple attacks under
a unified threat model or quantify how defenses shift the feasibility frontier across attack types. This
survey addresses that gap by mapping attacks to adversarial access levels (Table 2) and by systematically
relating each attack class to the cryptographic and perturbation defenses surveyed in Sections 4 and 5.

2.2 Cryptographic and Perturbation-Based Defenses for PPML

A second line of research develops defenses that enable computation on sensitive data while providing
formal or hardware-based privacy guarantees. Homomorphic encryption (HE) allows computation on
ciphertexts, providing strong cryptographic privacy under the assumption that the key owner does not
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collude with the computation party; however, fully HE remains orders of magnitude slower than plaintext
computation, limiting its use to small-scale or offline inference. Garbled circuits (GC) enable secure
two-party computation of Boolean circuits, providing strong privacy under non-collusion assumptions
but incurring communication costs proportional to circuit size. Secret sharing (SS) distributes data
across multiple servers, offering strong privacy under non-collusion assumptions and good parallelization,
but requiring substantial inter-server communication. Trusted execution environments (TEEs) isolate
computation in hardware, providing low computational overhead but trusting the hardware vendor and
remaining vulnerable to side-channel attacks. Federated learning with secure aggregation protects client
updates during training but does not prevent inference on the final model. Comprehensive surveys of
privacy-preserving machine learning methods and threats provide foundational context for these defenses
[3, 4].

Differential privacy (DP) provides a statistical privacy guarantee by adding controlled noise, with the
privacy budget 𝜖 quantifying the indistinguishability of outputs. Central DP assumes a trusted aggregator,
while local DP shifts noise addition to client devices, eliminating the trusted aggregator but incurring
higher utility loss. Dimensionality reduction and synthetic data generation offer alternative privacy-utility
trade-offs, with synthetic data methods such as PATE providing strong privacy for the teacher query phase
but requiring careful partitioning and aggregation. Privacy-preserving machine learning as a service has
been explored through frameworks that combine cryptographic primitives with practical deployment
considerations [5].

Comparing these defenses, we observe that they differ in (i) privacy objective (cryptographic vs.
statistical vs. hardware-based), (ii) trust model (key owner vs. non-colluding servers vs. hardware
vendor vs. trusted aggregator), (iii) computational and communication overhead, (iv) flexibility across
ML algorithms, and (v) limitations (e.g., HE’s overhead, GC’s communication cost, SS’s non-collusion
assumption, TEE’s side-channel vulnerability, DP’s utility loss, federated learning’s final-model leakage).
However, most works evaluate a single defense in isolation, and few provide a unified comparison across
cryptographic and perturbation approaches under a common threat model. This survey addresses that
gap by comparatively examining HE, GC, SS, TEEs, and DP in Section 4 and by mapping perturbation
methods to privacy-utility trade-offs in Section 5.

2.3 System-Level Evaluation and Deployment Considerations

A third line of research examines system-level and deployment considerations for PPML. Reproducible
evaluation methodologies [1] are essential for assessing PPML techniques under realistic workloads,
yet privacy guarantees are often evaluated on small-scale benchmarks that do not reflect deployment
conditions. Workload-driven benchmarking [6] and open algorithms with cloud-native artifact pipelines
reinforce the need for transparent, standardized evaluation practices. Development of random directed
acyclic graph generators for multi-rate real-time systems provides insights into systematic evaluation
methodologies [7]. However, these works focus primarily on performance and reproducibility rather
than privacy leakage, and they do not provide a threat-model-driven comparison of defenses. This
survey addresses that gap by positioning privacy as a first-class systems property and by explicitly
relating deployment constraints (scalability, trust models, policy enforcement) to the cryptographic and
perturbation defenses surveyed.

Comparing these works, we observe that they differ in (i) focus (performance vs. reproducibility vs.
privacy), (ii) evaluation methodology (benchmark vs. deployment vs. formal analysis), and (iii) limitations
(lack of privacy threat models, limited scalability, or absence of policy enforcement mechanisms). The
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present survey differs from these works by providing a unified taxonomy of inference attacks, a comparative
analysis of cryptographic and perturbation defenses, and a deployment-oriented discussion of trust models,
policy enforcement, and human-centered privacy design.

3. Relevance and Positioning of the Present Work

This paper addresses a critical gap in contemporary machine learning research by positioning privacy
as a first-class systems property. While prior work has predominantly focused on improving efficiency,
scalability, interpretability, or automation, privacy risks arising from inference attacks during training and
deployment remain underexplored.

Compared to infrastructure-centric approaches such as the autonomic poly-cloud management
framework [8], the present work complements resilience and performance objectives by systematically
analyzing how telemetry, gradients, and learned representations can be exploited by adversaries. In
contrast to algorithmic efficiency studies [9, 10], this paper emphasizes that performance gains must be
evaluated alongside privacy leakage risks.

A key contribution of this work lies in bridging cryptographic theory and practical ML deployment.
By comparatively examining homomorphic encryption, garbled circuits, secret sharing, trusted execution
environments, and differential privacy, the paper provides a structured framework for reasoning about
trade-offs among scalability, trust assumptions, and privacy guarantees. This directly aligns with calls for
transparent and reproducible evaluation methodologies in machine learning systems research [1].

Furthermore, as modern models increasingly rely on large-context reasoning [11], generative
representations [12], and abstracted data workflows [13], the risk of training-phase data leakage intensifies.
By cataloging inference attacks and mapping them to concrete cryptographic and perturbation-based
defenses, this work offers a unifying perspective that connects applied machine learning, systems
engineering, and privacy-preserving computation.

Overall, this paper serves as a foundational synthesis that contextualizes diverse advances in machine
learning within a rigorous threat model. It complements existing research by ensuring that progress in
intelligent systems is accompanied by robust safeguards for data privacy, regulatory compliance, and user
trust.

4. Machine Learning Fundamentals and Privacy Context

Machine learning algorithms learn patterns from data through mathematical optimization, typically
involving training phases where models adjust parameters to minimize prediction errors. The increasing
complexity of modern ML architectures, particularly deep neural networks with millions of parameters,
exacerbates privacy risks as these models can memorize specific training examples. Understanding ML
fundamentals is essential for analyzing privacy vulnerabilities that emerge throughout the ML lifecycle.

4.1 Learning Paradigms

Supervised learning uses a collection of labeled datasets, each containing an input and its corresponding
output. Classification prediction sorts data into defined categories, while regression prediction generates
continuous values. Unsupervised learning identifies data patterns via clustering or dimensionality
reduction. Semi-supervised learning involves using a small amount of labeled data along with a large
amount of unlabeled data and it is done to minimize the costs of annotation while maintaining high-
performance levels. There are many privacy issues in each of these scenarios: supervised learning exposes

Int. J. Intell. Syst. Data Sci. https://journals.femington.com/ijisds



Bridging ML and Threat Landscapes: Inference Attacks and Cryptographic . . . 5

Table 1: ML paradigms and privacy risks. Abbreviations: Class. = classification; Reg. = regression; Low-
label class. = low-label classification. "Label leakage" refers to the exposure of label associations; "Pattern
inference" refers to the inference of sensitive correlations; "Data recovery" refers to the reconstruction of
unlabeled data; "Gradient leakage" refers to the leakage of gradient updates in federated settings; "Source
exposure" refers to the exposure of source-domain data in transfer learning.

Paradigm Data Task Risk
Supervised Labeled Class., Reg. Label leakage
Unsupervised Unlabeled Clustering Pattern inference
Semi-
supervised

Partial labels Low-label class. Data recovery

Federated Distributed Joint training Gradient leakage
Transfer Source domain Adaptation Source exposure

label associations; unsupervised learning exposes sensitive correlations; semi-supervised makes auditing
intractable.

4.2 Feature Representation and Engineering

Raw data is transformed into feature vectors using extraction techniques that can range from simple
statistics to deep learned embeddings. Choosing and designing features hugely affects performance and
privacy of models. Principal Component Analysis (PCA) enables projections of the data on the orthogonal
axes that provide the maximum variance. The dimensionality reduction process generally obscures
identifying information. Reconstruction attacks are nevertheless possible sometimes. Representations
created by deep feature extractors of CNNs can contain more information than what is necessary for the
prediction task[14].

4.3 Model Training and Inference

Through optimization algorithms, such as stochastic gradient descent, the training process minimizes a
loss function by iteratively changing its parameters. New inputs are run through a trained model to give
predictions known as inference [15]. Training data can be extracted from a model’s parameters only under
specific conditions: white-box access to parameters or gradients, repeated gradient updates, small batch
sizes, or model overfitting. Similarly, outputs during inference can leak membership information when
the adversary has black-box access to confidence scores or repeated queries, and when the model overfits
the training data. The difference between full model access (white-box) and API-only access (black-box)
significantly affects the feasibility of attacks and the effectiveness of defenses; black-box attacks generally
require confidence scores, repeated queries, or auxiliary information, while white-box attacks can succeed
with fewer queries but require access to model internals. Recent advances in interpretable AI for 3D
structural recognition demonstrate the growing need for privacy-aware model design [16].

5. Privacy Threat Taxonomy in Machine Learning Systems

ML systems introduce unique attack surfaces beyond traditional data breaches. We categorize threats
based on adversary objectives, required access levels, and attack methodologies.

5.1 Data Reconstruction Attacks

Reconstruction attacks attempt to obtain the training data of a model from its artifacts. The feature
vectors in models such as SVMs and k-NN can be approximately reconstructed if the feature extraction
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Table 2: Attack types mapped to adversarial access levels and leakage targets. Abbreviations: White-
box = full access to model parameters and architecture; Black-box = API-only access without model
internals; Confidence scores = access to prediction probability outputs; Query budget = limited number
of queries; Side information = auxiliary data about the target; Quasi-identifiers = attributes that can
be linked to identity (e.g., timestamps, locations); Feasibility = practical difficulty under stated access
assumptions (Low, Medium, High, Variable). "Exact training samples" refers to pixel-level or record-level
reconstruction; "Class representatives" refers to representative instances of a class; "Binary membership
status" refers to whether a record was in the training set; "Missing/sensitive attributes" refers to attributes
not used in training; "Identity of record subject" refers to re-identification of individuals; "Model
hyperparameters/weights" refers to model extraction.

Attack Type Minimal Access Leakage Target Feasibility
Reconstruction White-box (model parameters) Exact training samples Low (high access req.)
Model Inversion Black-box with confidence scores Class representatives Medium
Membership Inference Black-box (any output) Binary membership status High
Attribute Inference Black-box with side information Missing/sensitive attributes Medium
De-anonymization Auxiliary data + quasi-identifiers Identity of record subject Variable
Model Extraction Black-box with query budget Model hyperparameters/weights Medium (high query cost)

process is known. This vulnerability has been demonstrated with minutiae templates for fingerprint image
reconstruction. Similarly, mobile authentication systems use velocity and direction features to infer touch
gesture patterns. Attacks generally require white-box model access; black-box variants are less effective
but have been demonstrated under restricted conditions.

More recent work has demonstrated reconstruction attacks in deep learning settings. Training samples
can be reconstructed from gradients in federated learning, assuming white-box access to gradients,
repeated updates, and low batch sizes; experiments on image classification datasets (CIFAR-10, ImageNet)
demonstrate pixel-level reconstruction of training images. Unified frameworks for reconstruction attacks
analyze the impact of model architecture, batch size, and gradient sharing frequency; experiments assume
white-box gradient access and demonstrate that reconstruction quality improves with repeated gradient
queries and smaller batch sizes. Reconstruction from gradients in federated learning assumes white-box
gradient access and a malicious server; experiments on image and text data show that training samples
can be recovered with high fidelity under favorable conditions (small batch size, repeated updates). In
contrast, reconstruction from model parameters alone (without gradients) is significantly harder, requiring
white-box access, overfitting, and auxiliary information about the training distribution; experiments on
image classification models demonstrate that reconstruction is feasible only for memorized or outlier
samples. These studies collectively establish that reconstruction attacks require specific adversarial
capabilities, white-box gradient access, repeated queries, small batch sizes, or model overfitting and that
their effectiveness varies substantially with the attack setting and data type.

5.2 Model Inversion Attacks

Model inversion takes advantage of prediction confidence scores to recreate representative instances of
training classes (see Table 2 for access requirements). When a model produces probability distributions
over a set of classes, adversaries can manipulate inputs to maximize the confidence for a target class. They
can do so by creating an "average" class representation that the model was trained on. In face recognition,
where a class is assigned to each individual, this becomes especially damaging. The more overconfident a
model is, the more effective an attack will be; the attack is less effective when outputs are forced to be
only class labels. Newer variants use inversion and generative adversarial networks for higher-fidelity
reconstructions.
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5.3 Membership Inference Attacks

Membership inference identifies whether a certain data point is included in the training dataset. Attackers
take advantage of a differential behavior of the model on seen versus unseen examples which the training
samples at inference time. Through shadow model training, adversaries that train surrogate models based
on a similar data distribution can create effective membership classifiers even via black box access. These
attacks pose a threat to scenarios in which training participation reveals sensitive information like disease
diagnosis models or location-based services. Privacy-preserving federated learning approaches have been
proposed to mitigate such risks in collaborative healthcare diagnosis [17].

5.4 Attribute Inference Attacks

Adversaries can identify sensitive attributes that are not used in training. Features have correlations that
allow access to private information from a model’s predictions. For example, shopping patterns may
reveal income level, while app usage statistics may reveal medical conditions. These attacks make use of
extra knowledge about the relationship between features and can also succeed if the target attribute is
removed from the training set, as long as other correlated features are retained.

5.5 De-anonymization and Re-identification

It has been shown that many anonymization techniques, such as k-anonymity and l-diversity, can be
ineffective against adversaries with sufficient background knowledge, particularly when quasi-identifiers
are available across multiple data sources. The Netflix Prize dataset case shows how movie ratings and
publicly available IMDB data can identify people and reveal political identities; this attack required
auxiliary information (public IMDB ratings) and quasi-identifiers (rating patterns and timestamps).
Contemporary attacks designed to re-identify anonymous records deploy machine learning techniques
to match records across different databases using quasi-identifiers. Common quasi-identifiers include
timestamps, locations, and behaviors. These attacks require access to auxiliary data sources and quasi-
identifiers; they are not feasible when such auxiliary information is unavailable or when records are
protected by differential privacy with appropriately chosen parameters. Differential privacy gives more
robust assurances, but its parameters must be adjusted to optimize accuracy.

5.6 Model Stealing and Extraction

Adversaries may duplicate model functionality through systematic queries, enabling intellectual property
theft or circumventing usage restrictions. Model extraction attacks work particularly well on simple
models like decision trees and linear classifiers but can also approximate complex neural networks through
adaptive query strategies. Stolen models can then be used for unauthorized purposes or as stepping stones
for other privacy attacks. AI-driven cyber defense systems must account for such evolving threats [18].

Figure 1 organizes privacy attacks along three layers of the ML pipeline. The data layer includes
reconstruction and de-anonymization attacks that directly recover raw training records. The model
layer encompasses model inversion, membership inference, and model extraction, which exploit learned
representations and prediction confidence. The inference layer covers attribute inference and linkage
attacks. Arrows between layers indicate how successful attacks at one layer (e.g., model extraction) can
enable attacks at another (e.g., membership inference on the stolen model). This taxonomy informs the
defensive mappings presented in subsequent sections.
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Figure 1: Compact taxonomy of privacy attacks across data, model, and inference layers in machine
learning systems. The hierarchy shows attacker objectives (rows) mapped to ML lifecycle stages (columns).

6. Cryptographic Defenses for Privacy-Preserving ML

Methods that allow computation on data while keeping it encrypted either through encryption, secret-
sharing, or hardware. While strong privacy warranties are available for these methods, they require
excessive computation.

6.1 Homomorphic Encryption

Homomorphic encryption (HE) allows computations on ciphertexts that decrypt to results of operations
on plaintexts. Fully HE supports arbitrary computations but remains impractical for large-scale ML.
Partially HE schemes like Paillier (additive) and ElGamal (multiplicative) enable specific operations
efficiently. Practical PPML systems often combine additive HE with interactive protocols for non-linear
functions. Recent advancements in leveled HE and approximate arithmetic improve efficiency for neural
network inference but still lag behind plaintext computation by orders of magnitude. Comprehensive
surveys on homomorphic encryption schemes and their implementations provide detailed coverage of
these trade-offs [19, 20].

6.2 Garbled Circuits

Garbled circuits enable secure two-party computation through encrypted Boolean circuit evaluation. One
party garbles the circuit (encrypts each gate’s truth table), while the other evaluates it using garbled
inputs obtained via oblivious transfer. GCs efficiently handle non-linear operations like comparisons and
activations but scale poorly with circuit size. Hybrid approaches combine GCs with HE: linear operations
use HE while non-linear components use GCs, optimizing overall performance. Privacy-preserving ridge
regression systems demonstrate this hybrid approach effectively.

6.3 Secret Sharing

Secret sharing distributes data across multiple servers such that subsets reveal nothing about the original.
Threshold schemes (e.g., Shamir’s) allow reconstruction with sufficient shares. Secure multi-party
computation (MPC) protocols use secret sharing for distributed computation without trusted third parties.
These approaches offer excellent parallelization potential and underlie commercial systems like ShareMind
for privacy-preserving data analysis. However, they require non-collusion assumptions among servers and
substantial inter-server communication.

Int. J. Intell. Syst. Data Sci. https://journals.femington.com/ijisds
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Table 3: Cryptographic PPML techniques. Abbreviations: Tech. = technique; Priv. = privacy guarantee;
Comp. = computational overhead; Comm. = communication overhead; Flex. = flexibility across ML
algorithms; HE = homomorphic encryption; GC = garbled circuits; SS = secret sharing; Enclaves = trusted
execution environments; Fed. Agg. = federated learning with secure aggregation; Strong = cryptographic
or hardware-based privacy guarantee; HW = hardware-based privacy (trusts hardware vendor); Comp. =
computational privacy (protects updates during training but not final model); V. High = very high; Mod.
= moderate; Excl. = exclusive to specific hardware; Good = supports a wide range of algorithms; Limited
= supports only specific operations; Key owner = trust in the key owner; Non-colluding = trust that servers
do not collude; HW vendor = trust in the hardware vendor; HbC server = trust in the honest-but-curious
server.

Tech. Priv. Comp. Comm. Flex. Trust
HE Strong V. High Low Limited Key owner
GC Strong High V. High Mod. Non-

colluding
SS Strong Mod. High Good Non-

colluding
Enclaves HW Low Low Excl. HW vendor
Fed. Agg. Comp. Low Mod. Good HbC server

6.4 Secure Processors and Enclaves

Hardware-protected enclaves leverage TEEs, such as Intel SGX and ARM TrustZone, to isolate code and
data from the system. Users encrypt their inputs to the enclaves that perform secure computing. This
technique works effortlessly on any existing machine learning infrastructure with little hassle but it has
three issues side-channel attacks memory limits and dependence on the hardware vendor. Recent systems
have displayed enclave-based learning of neural networks, SVMs and decision trees, with relatively low
overhead in comparison to crypto.

6.5 Federated Learning with Secure Aggregation

Federated learning allows creating and training machine learning models on local data. Privacy preserving
aggregation protocols such as Bonawitz et al. utilize double-masking and Diffie-Hellman key agreement
to ensure server learns only aggregated model update. This enables the protocols to tolerate the dropout
of clients. They do not prevent inference of the final model and require orchestration of rounds of
communication. Recent work on injectable applications demonstrates practical approaches to enhancing
privacy in web interactions [21].

Table 3 highlights key trade-offs. Homomorphic encryption offers strong provable privacy but
incurs very high computational overhead (> 1000× slower than plaintext), making it suitable primarily
for small-scale or offline inference. Garbled circuits also provide strong privacy but suffer from high
communication costs proportional to circuit size, limiting them to two-party settings with moderate
non-linear operations. Secret sharing achieves good parallelization and moderate overhead but requires
non-colluding servers and substantial inter-server communication. Trusted execution environments
(enclaves) have low computational overhead but trust the hardware vendor and remain vulnerable to
side-channel attacks. Federated learning with secure aggregation protects client updates during training but
does not prevent inference on the final model. The choice of defense thus depends on application-specific
constraints: strong privacy guarantees with high latency tolerance favor HE or GC; real-time systems
with acceptable hardware trust may prefer enclaves; and collaborative analytics across multiple parties
often adopt secret-sharing-based MPC.
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7. Perturbation and Statistical Privacy Methods

Statistical approaches provide privacy through controlled noise addition, trading exactness for confiden-
tiality. These methods often complement cryptographic techniques in hybrid systems.

7.1 Differential Privacy Fundamentals

Differential privacy (DP) guarantees that algorithm outputs are nearly indistinguishable whether any
individual’s data is included or excluded. The privacy budget 𝜖 quantifies this indistinguishability,
with smaller values indicating stronger privacy. Composition theorems enable complex DP algorithms
to be built from simpler components while tracking cumulative privacy loss. The (𝜖, 𝛿)-relaxation
accommodates Gaussian noise mechanisms and advanced composition. Recent variants such as Rényi DP
offer improved composition bounds for iterative algorithms like stochastic gradient descent.

7.2 DP Implementation Strategies

Input perturbation adds noise directly to data before processing, suitable for data release scenarios.
Algorithm perturbation injects noise during computation iterations, as in DP-SGD for deep learning.
Output perturbation adds noise to final results, while objective perturbation modifies loss functions during
training. The exponential mechanism selects high-utility outputs probabilistically according to quality
scores, enabling DP for non-numeric outputs. Each strategy balances privacy, utility, and computational
efficiency differently based on application requirements.

7.3 Local Differential Privacy

Local DP shifts noise addition to client devices before data collection, eliminating the need for trusted
aggregators. Randomized response provides ln(3)-DP for binary data through controlled random flipping.
Google’s RAPPOR extends this to strings via Bloom filters and permanent randomized response, enabling
longitudinal data collection while maintaining privacy. Apple’s Count Mean Sketch uses hash-based
encoding with local noise for frequency estimation. These systems enable privacy-preserving telemetry
in browsers and operating systems but face utility limitations for complex ML tasks. Digital safeguards
for health data demonstrate the importance of architecting privacy and security in next-gen medical
informatics [22].

7.4 Dimensionality Reduction for Privacy

Projecting data to lower dimensions inherently obscures details while preserving statistical properties.
Principal Component Analysis, Linear Discriminant Analysis, and random projections reduce re-
identification risk by decreasing feature space dimensionality. However, reconstruction remains possible
with sufficient auxiliary information. Combining dimensionality reduction with DP provides stronger
guarantees. Privacy-aware dimensionality reduction techniques optimize projections to preserve utility
for intended tasks while minimizing information about sensitive attributes.

7.5 Synthetic Data Generation

Generating synthetic datasets that preserve statistical properties while protecting individual privacy
offers an alternative to direct data sharing. Generative models such as differentially private GANs learn
distributional patterns without memorizing specifics. The PATE framework (Private Aggregation of

Int. J. Intell. Syst. Data Sci. https://journals.femington.com/ijisds
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Table 4: Perturbation methods: privacy vs. utility. Abbreviations: Priv. = privacy guarantee; Complex. =
computational complexity; Central DP = central differential privacy (trusted aggregator); Local DP =
local differential privacy (no trusted aggregator); Dim. Red. = dimensionality reduction; Synthetic =
synthetic data generation; PATE = Private Aggregation of Teacher Ensembles; High = strong privacy
guarantee; V. High = very strong privacy guarantee; Med. = medium privacy guarantee; Med.–High
= medium to high privacy guarantee; Moderate loss = moderate utility loss; High loss = high utility
loss; Variable = utility depends on dimensionality and task; Quality-dep. = utility depends on synthetic
data quality; Minimal post-train = minimal utility loss after training; V. High = very high computational
complexity; Med. = medium computational complexity; Low = low computational complexity.

Method Priv. Use Case Utility Complex.
Central DP High Aggregate release Moderate loss Med.
Local DP V. High Client data High loss Low
Dim. Red. Med. Feature prep. Variable Low
Synthetic Med.–High Data sharing Quality-dep. High
PATE High Sensitive training Minimal post-train V. High

Teacher Ensembles) trains teachers on disjoint data partitions, aggregates their noisy predictions on public
data, and trains a student model on this aggregated knowledge. This approach limits privacy loss to the
teacher query phase while enabling unlimited student queries.

8. Implementation Challenges and Future Directions

Despite theoretical advances, practical PPML adoption faces significant barriers requiring interdisciplinary
solutions.

8.1 Scalability and Performance

Cryptographic overhead remains prohibitive for large models and datasets. HE operations can be
1000× slower than plaintext equivalents, while MPC communication grows with model complexity.
Hardware acceleration (GPUs, FPGAs) for cryptographic operations and algorithmic optimizations
(model compression, approximation) offer partial solutions. Future work should explore asymmetric
privacy budgets: strong protection for sensitive layers, weaker for others and adaptive privacy allocation
based on data sensitivity.

8.2 Algorithmic Flexibility and Interoperability

Most PPML techniques target specific algorithms, limiting adaptability to emerging architectures.
Standardized privacy-preserving layers in ML frameworks (TensorFlow Privacy, PySyft) promote reuse
but require extensive customization. Privacy-preserving autoML that optimizes both accuracy and privacy
could automate technique selection. Interoperability standards for encrypted model exchange would
facilitate privacy-preserving model marketplaces and collaborative research. Recent work on evaluating
traditional machine learning models for environmental sound classification highlights the breadth of
application domains requiring privacy-aware design [23].

8.3 Trust Models and Incentives

Non-collusion assumptions between service providers and privacy providers require careful incentive
design. Privacy-as-a-service business models must generate sustainable revenue while maintaining trust.
Decentralized approaches using blockchain for audit trails or smart contracts for privacy compliance
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offer alternatives to centralized trust. However, these introduce additional complexity and performance
overhead requiring careful evaluation.

8.4 Policy Enforcement and Compliance

Translating legal requirements (GDPR, CCPA) into technical enforcements remains challenging. Machine
unlearning techniques that remove individual data influences from trained models support the right to be
forgotten but face scalability issues. Privacy policy languages that specify usage constraints need runtime
enforcement mechanisms. Continuous compliance monitoring through privacy audits and verification
protocols will become essential as regulations evolve.

8.5 Human-Centered Privacy Design

Human-Data Interaction principles legibility, agency, and negotiability must guide PPML system design.
Legibility requires explaining privacy protections in understandable terms, perhaps through privacy
nutrition labels. Agency empowers users with granular controls over data usage, including selective
participation and purpose limitations. Negotiability enables evolving preferences as contexts change.
These principles should inform both user interfaces and underlying technical architectures.

8.6 Adversarial Adaptation and Evolving Threats

As defenses improve, adversaries adapt. Privacy-preserving systems must anticipate evolving attack
strategies through continuous security testing and adversarial evaluation. Privacy-preserving adversarial
training that considers inference attacks alongside traditional adversarial examples could produce more
robust models. Responsible disclosure and vulnerability sharing within the PPML community will
accelerate defense development against emerging threats.

9. Conclusion

This paper has presented a comprehensive examination of privacy threats in machine learning systems
and surveyed the landscape of defense mechanisms. Reconstruction, inversion, membership inference,
and de-anonymization attacks exploit various system vulnerabilities, while cryptographic approaches (HE,
garbled circuits, secret sharing, TEEs) and perturbation methods (DP, dimensionality reduction, synthetic
data) offer protection with distinct trade-offs. Practical adoption requires addressing scalability limitations,
improving algorithmic flexibility, designing sustainable trust models, ensuring policy compliance, and
centering human needs. Future research should prioritize efficient implementations, adaptive privacy
frameworks, and holistic system design that balances utility, privacy, and performance across diverse
application domains. As machine learning continues to advance in areas such as recommendation systems
[24], offline reinforcement learning [12], and visualization of optimization feedback [25], the need for
privacy-preserving techniques will only grow more urgent.
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