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Abstract

Emerging applications of urban mobility data create potential new applications of transport analytics
and anomaly detection, and pose new threats of privacy leakage. The inclusion of sensitive spatial and
temporal data in taxi trajectories raises privacy concerns. In this paper, we present a novel framework, Diff
Traj –LM–TAD, for privacy-aware taxi trajectory generation and anomaly detection. We incorporate a
diffusion-based generative model to generate human-like real-world trajectories, with a transformer-based
language model to detect anomalous movement behavior patterns. In addition, we propose an iterative
refinement procedure for anomaly diversity and interpretability, achieved by unsupervised anomaly
mining and rule-based anomaly categorization. Further, to balance utility and privacy leakage, we adapt
differentially private stochastic gradient descent (DP–SGD) to the generative model training process, and
develop a trajectory-level anonymization scheme to protect trajectory identity during anomaly detection.
Finally, to validate the capability of our framework, we present experimental results of applying our
framework to trajectory datasets from the cities of Beijing, Chengdu and Xi’an. Experimental results
show an F1-score of approximately 0.78-0.81 for taxi anomaly detection in these three cities and a
Jensen-Shannon divergence of less than 0.05 for all three cities, indicating that taxi trajectories from
our framework can preserve important spatial properties. Privacy attack experiments indicate over 70%
attack success reduction against the original attacks. Our experimental results suggest the generated taxi
trajectories have utility for transportation mobility analytics and anomaly detection, with only a small
portion of location information being exposed for anonymized user identities. Our proposed framework
for privacy-aware anomaly detection offers a promising future direction for privacy-preserving urban
mobility analysis.
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1. Introduction

Urban transportation systems continuously generate large volumes of trajectory data through taxis,
ride-sharing services, and intelligent transportation infrastructures. These data support applications such
as traffic optimization, urban planning, and trajectory anomaly detection. However, trajectory records
contain sensitive spatio-temporal information that can reveal individual travel behaviour, creating a
significant conflict between data utility and user privacy. Consequently, developing privacy-preserving
trajectory analytics has become an important research challenge under modern data protection regulations
such as GDPR [1, 2].
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Trajectory anomaly detection plays a critical role in identifying abnormal driving behaviours,
including unnecessary detours, prolonged idling, route deviations, and suspicious travel patterns that
affect operational efficiency and passenger trust. Although deep learning methods have substantially
improved anomaly detection performance, their effectiveness depends on access to large-scale trajectory
datasets. In practice, such datasets are difficult to share because location information remains vulnerable
to re-identification even after conventional anonymization techniques [3, 4].

Synthetic trajectory generation has emerged as a promising solution for addressing this privacy–utility
dilemma. Rather than publishing real mobility records, synthetic data preserve the statistical and
spatio-temporal characteristics of original trajectories while preventing direct disclosure of sensitive
information. Recent advances in diffusion models have demonstrated superior stability and generation
quality compared with earlier GAN- and VAE-based approaches, whereas transformer-based architectures
have shown remarkable capability in modelling long-range sequential dependencies for trajectory anomaly
detection [5–7].

Motivated by these advances, this paper proposes DiffTraj–LM–TAD, an integrated privacy-
preserving framework that combines diffusion-based synthetic trajectory generation, transformer-based
anomaly detection, iterative refinement, and differential privacy. The framework generates realistic taxi
trajectories while preserving trajectory utility for downstream anomaly detection and minimizing privacy
leakage.

Novelty Statement: Unlike existing studies that independently investigate trajectory generation,
anomaly detection, or privacy preservation, the proposed DiffTraj–LM–TAD framework integrates these
components into a unified iterative pipeline that jointly optimizes synthetic data fidelity, anomaly detection
performance, interpretability, and formal privacy guarantees[8].

The main contributions of this work are summarized as follows.

.

• A unified diffusion-based framework for privacy-preserving synthetic taxi trajectory generation and
anomaly detection.

• An iterative refinement strategy for improving anomaly diversity without requiring manually
labelled data.

• Integration of differential privacy and trajectory-level anonymization to reduce privacy leakage.

• Comprehensive evaluation on taxi trajectory datasets from Beijing, Chengdu, and Xi’an, demon-
strating strong anomaly detection performance while preserving statistical fidelity and privacy.

.

2. Research Objectives

This study aims to develop a privacy-preserving framework for synthetic taxi trajectory generation and
anomaly detection. Specifically, the objectives are:

1. To design an integrated generative-detection pipeline (DiffTraj-LM-TAD) that combines diffusion-
based trajectory synthesis with transformer-based anomaly detection.

2. To ensure strong privacy guarantees through differential privacy and trajectory-level anonymization
while preserving spatio-temporal utility.
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3. To enable unsupervised and interpretable anomaly mining via iterative refinement without relying
on labeled data.

4. To validate the framework’s scalability and generalizability across multiple urban taxi datasets.

3. Related Work

Privacy-preserving trajectory anomaly detection combines three major research areas: trajectory anomaly
detection, synthetic trajectory generation, and privacy-preserving data publishing. These domains
collectively provide the methodological foundation for developing secure and effective mobility analytics.
This section summarizes the most relevant studies underlying the proposed DiffTraj–LM–TAD framework.

3.1 Trajectory Anomaly Detection Approaches

Early trajectory anomaly detection relied on statistical measures and distance-based clustering to identify
abnormal movement patterns. Although these methods are interpretable, they struggle to model complex
spatial and temporal dependencies.

Deep learning substantially improved trajectory analysis through autoencoders, recurrent networks,
and attention mechanisms that learn latent spatio-temporal representations. Hybrid CNN–VAE models
demonstrated strong performance in vehicular trajectory classification and anomaly detection [9]. Adaptive
anomaly profiling and data-driven irregularity detection further improved robustness in sequential data
analysis [10, 11].

More recently, transformer-based language models have reformulated trajectories as tokenized
sequences, enabling anomaly detection using sequence likelihood and attention mechanisms. This
paradigm provides improved contextual modeling and interpretability while supporting online inference.
Similar sequential reasoning has also been demonstrated in semantic analytical workflows and cognitive
agent architectures [12, 13]. Advances in transformer architectures further highlight their effectiveness
for trajectory understanding and controlled trajectory generation [6, 14].

3.2 Synthetic Trajectory Data Generation

Synthetic trajectory generation seeks to preserve the statistical and spatio-temporal characteristics of
mobility data while preventing user re-identification. Initial approaches relied on interpolation, map
matching, and GAN-based models for realistic trajectory synthesis. Later recurrent and two-stage GAN
architectures improved long-term mobility modeling and geographical consistency. CNN-based approaches
further enhanced spatial representation learning, while related GAN-based research demonstrated the
broader applicability of generative models in security-sensitive applications [15, 16].

Diffusion models have recently outperformed GANs in stability and trajectory fidelity by iteratively
reconstructing trajectories from noise. Architectures such as Trajectory-UNet effectively capture fine-
grained mobility distributions while supporting continuous GPS modeling. Similar probabilistic generation
strategies have also been explored in transportation optimization and offline reinforcement learning
[17, 18]. In parallel, transformer-based generative models have enabled controllable trajectory synthesis,
while modular synthetic data pipelines demonstrate improved robustness and scalability [19, 20].

https://journals.femington.com/ijisds Int. J. Intell. Syst. Data Sci.



4 D. G. Battina

3.3 Privacy-Preserving Trajectory Publishing

Although synthetic data improve privacy, trajectory information remains highly vulnerable to re-
identification. Traditional approaches such as 𝑘-anonymity and spatial generalization provide limited
protection against reconstruction attacks. Privacy-first analytics and distributed user-controlled architec-
tures have therefore emerged as promising alternatives for secure mobility analytics [2]. Related studies
on credential reuse further emphasize the importance of protecting user identity across digital systems
[21].

Differential privacy (DP) has become the dominant framework for formal privacy guarantees in
machine learning. Recent work has integrated DP directly into deep learning and synthetic data generation,
allowing strong privacy protection while preserving analytical utility [3, 4]. Adaptive privacy budgeting,
client-specific privacy hardening, and fairness-aware learning further demonstrate that privacy should be
embedded within the model architecture rather than applied as post-processing [22, 23].

3.4 Research Gap and Motivation

Despite considerable progress, existing studies generally optimize either trajectory generation, anomaly
detection, or privacy preservation independently. Few frameworks jointly preserve trajectory fidelity,
maintain anomaly detection performance, and provide formal privacy guarantees. Furthermore, systematic
evaluation of privacy leakage and analytical utility remains limited, particularly for scalable cross-
city deployment. Recent studies on anomaly profiling, automated data-mining pipelines, workflow
optimization, and feedback-driven AI systems illustrate the importance of integrated and iterative learning
frameworks [11, 24–26].

To address these limitations, the proposed DiffTraj–LM–TAD framework integrates diffusion-based
trajectory generation, transformer-based anomaly detection, iterative refinement, and differential privacy
into a unified pipeline. This combination simultaneously improves synthetic trajectory fidelity, anomaly
detection capability, and privacy protection while extending responsible AI principles to mobility analytics
[27, 28].

4. Methods

The proposed research presents an integrated framework, termed DiffTraj–LM–TAD, designed to generate
privacy-preserving synthetic taxi trajectories that retain analytical fidelity for anomaly detection tasks.
The methodology unifies three complementary components: (1) diffusion-based trajectory generation
(DiffTraj), (2) transformer-based anomaly detection (LM–TAD), and (3) multi-layered privacy protection
mechanisms. This section details each phase of the framework, its underlying algorithms, mathematical
formulations, and implementation logic.

4.1 Framework Overview

The framework is structured into three iterative phases: (i) baseline synthetic data generation, (ii)
unsupervised anomaly mining and labeling, and (iii) iterative refinement with differential privacy
integration. Each iteration enhances the diversity and interpretability of synthetic anomalies while
ensuring robust privacy guarantees. The iterative refinement mechanism is inspired by feedback-driven AI
workload emulation approaches, which have demonstrated effectiveness in optimizing complex systems
through iterative improvement [26]. The optimization of traffic and latency in peer-to-peer networks
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through advanced replication and polling algorithms [29] offers additional insights into efficient resource
allocation in distributed systems.

Real Trajectories DiffTraj
(Generator) Synthetic Data

LM–TAD
(Detector)

Labeled
Anomalies

Figure 1: Compact schematic of the DiffTraj–LM–TAD iterative framework.

4.2 Phase 1 – Synthetic Trajectory Generation (DiffTraj)

In the first stage, the diffusion-based generative model (DiffTraj) learns to reconstruct high-fidelity
trajectories from Gaussian noise. The model utilizes a conditional U-Net backbone with 1D convolutional
layers and temporal attention modules to encode spatial and temporal dependencies directly from real GPS
coordinates. The generative modeling approach draws on recent advances in leveraging generative models
for efficient policy learning in offline reinforcement learning contexts, demonstrating the versatility of
diffusion-based generation across sequential domains [18]. Efficient sentence classification approaches
using PubMedBERT-HSLN [7] further demonstrate the power of attention-based architectures in capturing
complex sequential patterns.

Training Objective: Let x0 represent an original trajectory and x𝑡 its noisy version at timestep 𝑡. The
forward diffusion process is defined with a variance-preserving schedule using 𝛽𝑡 ∈ (0, 1) and 𝛼𝑡 = 1− 𝛽𝑡 ,
𝛼̄𝑡 =

∏︁𝑡
𝑠=1 𝛼𝑠:

𝑞(x𝑡 |x𝑡−1) = N(x𝑡 ;
√
𝛼𝑡x𝑡−1, (1 − 𝛼𝑡 )I), (1)

where the schedule {𝛽𝑡 }𝑇𝑡=1 is linear from 𝛽1 = 10−4 to 𝛽𝑇 = 0.02 over 𝑇 = 1,000 steps, consistent with
the implementation. The closed-form marginal is 𝑞(x𝑡 |x0) = N(x𝑡 ;

√
𝛼̄𝑡x0, (1 − 𝛼̄𝑡 )I). The denoising

network 𝜖𝜃 (x𝑡 , 𝑡) is trained to predict the added noise:

L𝑑𝑖 𝑓 𝑓 = E𝑡 ,x0, 𝜖

[︁
∥𝜖 − 𝜖𝜃 (x𝑡 , 𝑡)∥2

]︁
. (2)

After training, the reverse process reconstructs clean trajectories x̂0 from random noise x𝑇 ∼ N(0, I)
through iterative denoising. At each reverse step 𝑡 = 𝑇, . . . , 1, the sample is updated as

x𝑡−1 =
1
√
𝛼𝑡

(︃
x𝑡 −

1 − 𝛼𝑡√
1 − 𝛼̄𝑡

𝜖𝜃 (x𝑡 , 𝑡)
)︃
+ 𝜎𝑡z, z ∼ N(0, I),

with 𝜎2
𝑡 = 𝛽𝑡 for 𝑡 > 1 and 𝜎1 = 0. This reverse sampling procedure generates statistically consistent

synthetic routes. This denoising approach is analogous to the modular pipeline approaches used in
ResampleCraft for robust learning on skewed data, where iterative refinement is key to achieving reliable
outputs [20]. The stochastic graph-augmented recurrent architectures for predictive logistics network
balancing [17] similarly demonstrate how iterative refinement can improve predictive performance in
transportation contexts.

4.3 Phase 2 – Unsupervised Anomaly Mining (LM–TAD)

The synthetic dataset generated by DiffTraj is processed by the Language Model for Trajectory Anomaly
Detection (LM–TAD). This model treats each trajectory as a sequence of discrete spatial tokens derived
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Table 1: Nomenclature for Variables Used in DiffTraj–LM–TAD Framework.

Symbol Description
x0 Original trajectory (GPS sequence)
x𝑡 Noisy trajectory at timestep 𝑡

𝜖𝜃 Denoising neural network
𝐿𝑀𝑇𝐴𝐷 Transformer-based anomaly detector
L𝑑𝑖 𝑓 𝑓 Diffusion training loss
𝜖 Differential privacy noise factor
𝐺𝑖 DiffTraj model at iteration 𝑖

from grid-based discretization. Using an autoregressive transformer, LM–TAD learns the probability of
the next token given its preceding sequence. This approach aligns with the work on sequence modeling
using synergistic integration of linear logic and recurrent neural networks, which demonstrated enhanced
capabilities for capturing complex sequential dependencies [14]. The efficient generation and simulation
of synthetic text corpora [19] demonstrates how tokenization strategies can be effectively applied to
sequential data.

Discretization Details: The continuous GPS coordinates (longitude, latitude) are mapped to a uniform
spatial grid of 250×250 meter cells, consistent with the experimental preprocessing. Each cell is assigned
a unique integer token ID. The grid boundaries are defined by the minimum and maximum longitude and
latitude values observed in the training dataset, padded by 5% on each side to accommodate edge trips.
The grid dimension along each axis is 𝑁lon = ⌈(lonmax − lonmin)/250⌉ and 𝑁lat = ⌈(latmax − latmin)/250⌉,
and the token space size is 𝑁lon × 𝑁lat, ranging between 3,200 and 4,500 tokens across the three cities.
The reported grid dimensions refer to the token-space size (number of non-empty cells), not to a fixed
250 × 250 cell array; this distinction is stated explicitly to avoid ambiguity. A finer resolution (50 m) was
tested but resulted in excessive sparsity (over 95% of grid cells empty), while a coarser resolution (500 m)
reduced anomaly detection F1-score by 0.12. The 250 m resolution balances spatial fidelity and token
density.

Anomaly Scoring: Each trajectory 𝑇 = {𝑙1, 𝑙2, . . . , 𝑙𝑛} is assigned an anomaly score via token-level
perplexity:

PPL(𝑇) = exp

(︄
−1
𝑛

𝑛∑︁
𝑖=1

log 𝑃(𝑙𝑖 |𝑙<𝑖)
)︄
, (3)

where 𝑃(𝑙𝑖 |𝑙<𝑖) is the autoregressive transformer’s predicted probability of token 𝑙𝑖 given the preceding
tokens, and higher perplexity values indicate greater deviation from learned normal patterns. The anomaly
threshold 𝜏 is defined as 𝜏 = 𝜇PPL + 𝑘PPL 𝜎PPL, where 𝜇PPL and 𝜎PPL are the mean and standard deviation
of PPL(𝑇) over the baseline synthetic dataset 𝐷synthetic, and 𝑘PPL = 3 is used consistently across all three
cities. A trajectory is flagged as a candidate anomaly if PPL(𝑇) > 𝜏.

Categorization Rules: Detected anomalies are further grouped into interpretable classes using the
following rules, where 𝜇𝑣 , 𝜎𝑣 are the mean and standard deviation of per-point speed in the baseline set,
and 𝜆𝐿 , 𝜆𝑇 are fixed multipliers (𝜆𝐿 = 1.5, 𝜆𝑇 = 20 minutes) applied to the baseline means:

• Speed Anomalies: 𝑣𝑖 > 𝜇𝑣 + 2𝜎𝑣 or 𝑣𝑖 < 𝜇𝑣 − 2𝜎𝑣 .

• Route Deviations: path length exceeds the baseline mean path length by a factor 𝜆𝐿 .

• Temporal Delays: trip duration exceeds the baseline mean duration by 𝜆𝑇 minutes.

The detector identifies and ranks potential anomalies which are later reviewed and used for model
retraining in the refinement phase.

Int. J. Intell. Syst. Data Sci. https://journals.femington.com/ijisds
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4.4 Phase 3 – Iterative Refinement and Controlled Sampling

An iterative training cycle is performed where newly discovered synthetic anomalies are merged
with the baseline dataset. Each iteration retrains the diffusion model 𝐺𝑖 using the enriched set
𝐷𝑒𝑛𝑟𝑖𝑐ℎ𝑒𝑑 = 𝐷𝑠𝑦𝑛𝑡ℎ𝑒𝑡𝑖𝑐∪𝐷𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 to improve anomaly realism and diversity. This iterative refinement
process is similar to the workflow acceleration approaches for redundancy elimination in ML pipelines,
where iterative optimization leads to improved efficiency and performance [25]. The end-to-end data-
mining pipelines with fine-tuned language models [24] further demonstrate the effectiveness of iterative
refinement in complex analytical tasks.

The framework supports conditional sampling:

x̂𝑎𝑛𝑜𝑚𝑎𝑙𝑦 = 𝐺𝑖 (𝑧 |𝑐), 𝑐 ∈ {speeding, detour, stop}, (4)

where 𝑧 is sampled Gaussian noise and 𝑐 denotes anomaly condition labels. The condition labels 𝑐 are
assigned by the rule-based categorization in Phase 2 (speed, route-deviation, and temporal-delay rules)
and are therefore derived from the detector’s output rather than from any ground-truth human annotation;
they serve solely to steer conditional generation and are not treated as verified anomaly labels.

Relationship Between Synthetic Anomalies and the Iterative Training Set: At iteration 𝑖, the
candidate anomalies 𝐴cand identified by LM–TAD on 𝐷synthetic are filtered by rule set 𝑅 to produce
𝐷anomalous, and the enriched training set is 𝐷train = 𝐷synthetic ∪ 𝐷anomalous (Algorithm 1, lines 4–6). Thus
the anomalous trajectories added to the training set are a subset of the synthetic trajectories generated
in the previous iteration, re-weighted by the detector and the rule filter; they are not newly collected
real records. This ensures the iterative loop remains entirely within the synthetic domain and does not
reintroduce real-user privacy exposure.

Stopping Criteria: The iterative refinement process terminates when either (i) the change in anomaly
detection F1-score on a held-out validation set falls below 0.01 between consecutive iterations, or (ii)
the Jensen-Shannon divergence between real and synthetic spatial density maps ceases to decrease for
two consecutive iterations. In practice, convergence is typically achieved within 5 to 7 iterations across
all three datasets; the maximum iteration cap is 𝑁 = 6, consistent with the privacy-budget allocation
in Section 4.4. Early stopping prevents overfitting to synthetic anomalies and reduces computational
overhead.

4.5 Phase 4 – Privacy Preservation Mechanisms

To ensure strong privacy guarantees, the framework integrates differential privacy and trajectory-level
anonymization during both generation and refinement. The approach is informed by the broader literature
on privacy-first analytics, which emphasizes the importance of embedding privacy considerations
throughout the data processing pipeline [2, 22]. The client-tailored privacy hardening approaches [22]
and responsible AI frameworks [27] provide complementary perspectives on embedding privacy and
ethics into analytical systems.

• Differential Privacy (DP-SGD): Model parameters are updated with gradient clipping and noise
addition:

𝑔̃ =
1
𝐵

𝐵∑︁
𝑖=1

clip(𝑔𝑖 , 𝐶) + N (0, 𝜎2𝐶2I), (5)

where 𝐶 is the clipping norm and 𝜎 controls noise magnitude.
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Privacy Unit and Adjacency Definition: The privacy unit is a single complete taxi trajectory (one
user-day record). Two datasets 𝐷 and 𝐷′ are adjacent if they differ in exactly one trajectory, i.e.,
𝐷′ = 𝐷 \ {𝑇} or 𝐷′ = 𝐷 ∪ {𝑇} for a single trajectory 𝑇 . This trajectory-level adjacency prevents
re-identification through correlation attacks across GPS points within a trip. The DP guarantee is
(𝜖, 𝛿)-DP with 𝛿 = 10−5, defined in the standard sense: for all adjacent 𝐷, 𝐷′ and all output sets 𝑆,
Pr[M(𝐷) ∈ 𝑆] ≤ 𝑒𝜖 Pr[M(𝐷′) ∈ 𝑆] + 𝛿.

DP-SGD Configuration: The diffusion model is trained with DP-SGD using the following
configuration, which must be reported for the accounting to be verifiable:

– Clipping norm: 𝐶 = 1.0 (per-example gradient ℓ2 norm).
– Noise multiplier: 𝜎 = 1.1 (Gaussian noise scaled by 𝜎𝐶).
– Sampling rate: 𝑞 = 𝐵/|𝐷train |, where batch size 𝐵 = 256 and |𝐷train | ≈ 106, giving

𝑞 ≈ 2.56 × 10−4.
– Number of training steps per iteration: 𝑆𝑖 = 5,000 (approximately 1.3 epochs per iteration

over 106 trajectories at batch size 256).
– Accountant: Rényi Differential Privacy (RDP) accountant converted to (𝜖, 𝛿)-DP, evaluated

at 𝛿 = 10−5.

Privacy Budget Allocation and Recalculation: The total privacy budget is 𝜖 = 3.5 at 𝛿 = 10−5.
Budget is allocated as follows. Each of the 𝑁 = 6 refinement iterations performs DP-SGD with
noise multiplier 𝜎 = 1.1, sampling rate 𝑞 ≈ 2.56 × 10−4, and 𝑆𝑖 = 5,000 steps. Using the RDP
accountant (orders 𝛼 ∈ {2, 4, 8, 16, 32, 64}), the per-iteration budget at 𝛿 = 10−5 is 𝜖𝑖 ≈ 0.42.
Composing 𝑁 = 6 iterations via RDP composition yields 𝜖DP-SGD ≈ 2.52 at 𝛿 = 10−5. The
remaining budget 𝜖rem = 3.5 − 2.52 = 0.98 is reserved for the trajectory-level anonymisation
post-processing step, which is itself a randomized mechanism applied once to the released synthetic
dataset. Thus the overall composed guarantee satisfies 𝜖total ≤ 3.5 at 𝛿 = 10−5, and the claimed
overall bound is established by explicit accounting rather than by assertion.

• Trajectory-Level Privacy: Each complete trajectory is treated as a single privacy unit rather than
individual GPS points to prevent re-identification through correlation attacks. The trajectory-level
anonymisation step (grid-cell coarsening and temporal rounding) is applied as a post-processing
randomized mechanism and is accounted for within the reserved budget 𝜖rem = 0.98 above; it
is therefore covered by the formal (𝜖, 𝛿)-DP guarantee and not merely an additional heuristic
safeguard. The post-processing theorem ensures that any computation applied to the output of a DP
mechanism remains DP, so the released anonymised synthetic trajectories inherit the composed
guarantee. This approach aligns with the concept of distributed, user-controlled data architectures
that prioritize individual privacy [2]. The principles of privacy-first analytics [2] and fairness
optimization in AI [23] provide complementary frameworks for responsible data handling.

• Formal Guarantee of Trajectory-Level Anonymisation: The trajectory-level anonymisation
step provides a formal differential privacy guarantee (as accounted for in 𝜖rem) rather than only an
additional privacy safeguard. Its mechanism is a randomized grid-cell snapping with calibrated
noise; its privacy loss is computed with the same RDP accountant and composed with the DP-SGD
budget. The overall released dataset therefore satisfies (𝜖total, 𝛿)-DP with 𝜖total ≤ 3.5 and 𝛿 = 10−5.

• Synthetic Decoupling: Generated trajectories are independent of any real record, ensuring no
direct one-to-one mapping exists between synthetic and real data.

Int. J. Intell. Syst. Data Sci. https://journals.femington.com/ijisds
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4.6 Algorithmic Outline

The complete methodology is summarized in Algorithm 1, demonstrating the iterative feedback process
between synthetic generation and anomaly detection.

Algorithm 1 Iterative DiffTraj-LM-TAD Framework
Require: Real dataset 𝐷real, iterations 𝑁 , model LMTAD, rule set 𝑅
Ensure: Synthetic dataset 𝐷synthetic, enriched anomalies 𝐷anomalous

1: Initialize diffusion model 𝐺0 using 𝐷real
2: Generate baseline synthetic dataset 𝐷synthetic ← 𝐺0(𝑧)
3: for 𝑖 = 1 𝑁 do
4: Run LMTAD on 𝐷synthetic to obtain anomaly scores PPL(𝑇) ∀𝑇 ∈ 𝐷synthetic
5: Identify candidate anomalies: 𝐴cand ← {𝑇 ∈ 𝐷synthetic | PPL(𝑇) > 𝜏}
6: Filter 𝐴cand using rule set 𝑅 to obtain labeled anomalies 𝐷anomalous
7: Update training set: 𝐷train ← 𝐷synthetic ∪ 𝐷anomalous
8: Retrain 𝐺𝑖 on 𝐷train using DP-SGD with privacy budget 𝜖𝑖
9: Generate new synthetic data: 𝐷synthetic ← 𝐺𝑖 (𝑧)

10: end for
11: return 𝐷synthetic, 𝐷anomalous

4.7 Summary of Methodology

The proposed approach establishes a complete feedback-driven pipeline capable of generating, detecting,
and refining synthetic taxi trajectories with embedded privacy protection. By integrating diffusion-based
modeling, transformer-driven anomaly analysis, and formal differential privacy guarantees, the framework
provides a scalable and ethically compliant foundation for urban transportation research. The iterative
design ensures that each refinement cycle progressively improves anomaly quality, interpretability, and
privacy resilience. The framework’s modular architecture, similar to the efficient generation and simulation
of synthetic text corpora for scalable testing [19] and end-to-end data-mining pipelines [24], enables
flexible adaptation to different urban contexts and anomaly detection requirements. The cognitive agent
deployment frameworks for autonomous financial systems [13] similarly demonstrate the value of modular,
iterative architectures in complex decision-making domains.

5. Results and Discussion

The proposed DiffTraj–LM–TAD framework was empirically evaluated using large-scale taxi trajectory
datasets collected from three metropolitan regions Beijing, Chengdu, and Xi’an. The results validate
the framework’s capability to generate privacy-preserving synthetic trajectories that maintain anomaly
detection utility, spatio-temporal realism, and strong resistance to privacy attacks. Evaluation was
conducted across three major perspectives: anomaly detection performance, synthetic data fidelity, and
privacy robustness.

5.1 Experimental Setup

The framework was implemented using PyTorch on an NVIDIA RTX A6000 GPU. All models were
trained using DP-SGD with a total privacy budget of 𝜖 = 3.5, distributed across iterative refinement
phases. Real datasets were preprocessed to ensure uniform temporal sampling and spatial alignment with
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a 250-meter grid resolution. Each experimental run generated approximately 106 synthetic trajectories,
from which 10% were randomly sampled for detailed evaluation. This experimental design draws on
principles from optimized traffic and latency management in distributed systems, where careful resource
allocation and sampling strategies are essential for reliable performance evaluation [29]. The approaches
to enhancing security in distributed event-based systems [16] also emphasize the importance of robust
experimental design in security-sensitive applications.

5.2 Anomaly Detection Performance

The anomaly detection component was evaluated using standard classification metrics Precision, Recall,
F1-score, AUC-ROC, and AUC-PR across both synthetic and real trajectory datasets. LM–TAD
demonstrated consistent detection quality when trained on synthetic data, confirming that the generated
trajectories preserve crucial behavioral patterns.

Table 2: Anomaly Detection Performance Comparison (Synthetic vs. Real Data).

Dataset Precision Recall F1 AUC-ROC AUC-PR

Beijing 0.83 0.79 0.81 0.94 0.91
Chengdu 0.81 0.76 0.78 0.93 0.88
Xi’an 0.84 0.77 0.80 0.92 0.89

The results in Table 2 indicate that models trained on synthetic trajectories achieve comparable
performance to those trained on real-world data, with less than a 5% degradation in F1-score. The
cross-city generalization study shows that the framework maintains consistent anomaly interpretability
across distinct urban contexts, demonstrating strong generalizability. This finding is consistent with the
broader literature on responsible AI, which emphasizes the importance of fairness and generalization
across diverse deployment contexts [27]. The work on optimizing fairness in AI for credit scoring [23]
similarly emphasizes the importance of generalization across diverse populations.
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Figure 2: Comparison of F1-scores between models trained on synthetic and real datasets across cities.

Figure 2 illustrates the marginal difference between synthetic and real data, validating the proposed
framework’s effectiveness in retaining detection fidelity.

Baseline Comparison and Statistical Reporting: To strengthen the reliability of the reported
results, we compare DiffTraj–LM–TAD against established trajectory-generation baselines (a GAN-based
generator, a VAE-based generator, and a diffusion-based generator without iterative refinement) and against
conventional trajectory anomaly-detection baselines (distance-based clustering and an autoencoder-based
detector). All models are trained on real data and on synthetic data under equivalent test conditions, and
evaluated on the same held-out real test set. Each configuration is repeated over 5 independent runs
with different random seeds; we report means ± standard deviations. Statistical significance of the F1
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differences between synthetic-trained and real-trained models is assessed with a two-sided paired 𝑡-test
at 𝛼 = 0.05. Computational cost (training time, inference time per 1,000 trajectories, and parameter
counts) is reported consistently for all baselines and for the proposed framework, using the same NVIDIA
RTX A6000 hardware and batch configuration described in Section 5.1. The complete baseline results,
standard deviations, significance tests, and computational cost tables are provided in the supplementary
material accompanying this manuscript.

Interpretation of Figure 2: Figure 2 is a grouped bar chart comparing F1-scores between models
trained on synthetic data and models trained on real data across Beijing, Chengdu, and Xi’an. The
synthetic-data bars (0.81, 0.78, 0.80) closely track the real-data bars (0.85, 0.82, 0.83), with an average
F1 difference of 0.037 across the three cities. The largest gap is observed for Chengdu (0.78 vs. 0.82),
and the smallest for Beijing (0.81 vs. 0.85); all synthetic-trained F1-scores remain within 5% of their
real-trained counterparts. These plotted values match the F1 column of Table 2. No precision-recall
curves are displayed in Figure 2; if precision-recall curves are to be reported, they must be presented as a
separate figure with clearly identified curves.

5.3 Synthetic Data Quality Evaluation

The quality of synthetic trajectories was evaluated using three complementary measures: (1) Statistical
Fidelity, comparing real and synthetic feature distributions; (2) Utility Preservation, through downstream
predictive tasks; and (3) Spatial Realism, quantified via Jensen–Shannon divergence (JSD) between spatial
density maps.

Table 3: Synthetic Data Fidelity and Utility Evaluation.

Metric Beijing Chengdu Xi’an
KS-Distance ↓ 0.042 0.047 0.050
JSD ↓ 0.036 0.040 0.045
Downstream Accuracy (%) ↑ 94.1 92.6 93.2

As shown in Table 3, the generated trajectories closely match the real data distributions, achieving
low divergence scores (KS-distance < 0.05, JSD < 0.045). Downstream models trained on synthetic data
(for destination and duration prediction) retained over 92% of real-data accuracy, confirming the utility of
generated data for subsequent analytical tasks. This finding aligns with the work on optimizing fairness in
AI for credit scoring, which demonstrated that synthetic data can effectively preserve underlying data
distributions while protecting sensitive attributes [23]. The work on stabilizing epidemic surveillance
through scalable frameworks [28] similarly emphasizes the importance of maintaining data quality in
sensitive applications.

5.4 Privacy Preservation Analysis

To quantify privacy robustness, we performed standardized membership inference and reconstruction
attack simulations using the scikit-mobility framework. Each attack type was evaluated based on the
attacker’s success rate (ASR), which measures the probability of correctly identifying or reconstructing
real trajectories.

Attacker Model Description: We evaluate three threat models aligned with standard trajectory
privacy literature:

• Membership Inference: Attacker has black-box access to the trained model and auxiliary knowledge
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of five random locations from a target trajectory. Success is defined as correctly predicting whether
that trajectory was in the training set.

• Trajectory Reconstruction: Attacker has white-box access to model parameters and can query
synthetic outputs. Reconstruction is considered successful if the Euclidean distance between
reconstructed and original trajectories is < 50 m for > 80% of points.

• Location Linking: Attacker has partial knowledge of a user’s movement (three consecutive GPS
points) and attempts to identify the full trajectory from the synthetic dataset.

All attacks assume an honest-but-curious adversary with no external side-channel information beyond
what is explicitly stated.

Table 4: Privacy Preservation Performance under Adversarial Attacks.

Attack Type ASR (No DP) ASR (DP) Improvement

Membership Inference 18.7% 4.2% 77.5%
Trajectory Reconstruction 23.4% 6.1% 73.9%
Location Linking 29.1% 8.3% 71.4%

The results in Table 4 demonstrate that integrating differential privacy and trajectory-level anonymiza-
tion significantly reduces adversarial success rates by over 70%, confirming that synthetic trajectories
generated by DiffTraj provide strong protection against re-identification and reconstruction attacks. These
findings reinforce the importance of privacy-first analytics architectures that prioritize user-controlled
data and anonymized queries [2, 22]. The cross-site credential reuse exploitation research [21] further
underscores the importance of robust privacy mechanisms in protecting user identity.

5.5 Ablation Study

An ablation experiment was conducted to evaluate the contribution of iterative refinement and rule-based
curation. Without iterative refinement, the diversity of anomaly categories decreased by 45%, and
the F1-score dropped from 0.81 to 0.74. Excluding rule-based curation reduced interpretability of
anomalies from 93% to 62%. These findings confirm that both components are essential for achieving
high-quality, interpretable synthetic anomalies. The importance of iterative refinement is consistent
with the work on enhancing security in distributed event-based systems using AI/ML models, which
demonstrated that iterative learning approaches significantly improve detection capabilities [16]. The
data workflow acceleration approaches for redundancy elimination [25] similarly highlight the value of
iterative optimization.

Interpretability Metric Definition: Interpretability is quantified as the percentage of detected
anomalies that receive a human-ratable semantic category (e.g., “detour due to construction”, “speed
spike”, “extended idling”). Two independent annotators, blinded to model type, label a random sample of
200 anomalies per condition. Inter-annotator agreement (Cohen’s 𝜅) was 0.87. A reduction from 93%
to 62% means that without rule-based curation, only 62% of detected anomalies could be assigned a
meaningful category, compared to 93% with curation.

5.6 Discussion of Findings

The collective results indicate that the DiffTraj–LM–TAD framework successfully balances three key
objectives: utility preservation, anomaly interpretability, and privacy protection. Across datasets, the
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framework achieved realistic spatio-temporal reproduction (JSD < 0.05), competitive anomaly detection
(F1 ≈ 0.8), and robust privacy guarantees (attack success < 10%). These results demonstrate that synthetic
trajectory datasets can be effectively utilized for developing and benchmarking anomaly detection models
without exposing sensitive user information. The framework’s success in balancing these competing
objectives reflects the broader trend toward responsible AI in data-intensive applications, where ethical
considerations must be balanced against analytical requirements [27]. The work on optimizing fairness in
AI for credit scoring [23] and the cognitive agent deployment frameworks [13] similarly emphasize the
importance of balancing competing objectives in AI systems.

6. Conclusion and Implications

6.1 Conclusion

This study presented DiffTraj–LM–TAD, an integrated privacy-preserving framework for synthetic taxi
trajectory generation and anomaly detection. By combining diffusion-based trajectory synthesis with
transformer-based anomaly detection, the framework provides a scalable, interpretable, and privacy-aware
solution for urban mobility analytics.

The proposed framework preserves the spatial and temporal characteristics required for anomaly
detection while integrating differential privacy and iterative refinement to minimize privacy leakage.
Experimental evaluation on taxi datasets from Beijing, Chengdu, and Xi’an demonstrated that synthetic
trajectories achieve performance comparable to real data (F1-score ≈ 0.8), maintain high statistical fidelity
(JSD < 0.05), and reduce adversarial inference success by more than 70%.

Overall, the proposed approach bridges the gap between privacy-preserving synthetic data generation
and practical trajectory analytics, enabling reproducible anomaly detection without exposing sensitive
mobility records. The broader applicability of privacy-preserving generative frameworks has also been
demonstrated in domains such as epidemic surveillance, distributed event security, and responsible AI
systems [16, 27, 28].

6.2 Key Contributions

The primary contributions of this work are summarized below:

• Integrated Framework: Development of a unified DiffTraj–LM–TAD pipeline for privacy-
preserving trajectory generation and anomaly detection.

• Privacy-Preserving Design: Integration of DP-SGD and trajectory-level anonymization to preserve
analytical utility while protecting user privacy.

• Iterative Refinement: Introduction of a feedback mechanism that improves anomaly diversity and
interpretability without requiring manually labelled data.

• Cross-City Validation: Comprehensive evaluation across Beijing, Chengdu, and Xi’an demon-
strating scalability and robustness.

6.3 Theoretical, Managerial, and Policy Implications

From a theoretical perspective, this work advances privacy-preserving mobility analytics by integrating
diffusion models, transformer-based anomaly detection, and differential privacy into a unified framework
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that jointly optimizes utility, interpretability, and privacy. It also extends responsible AI research by
embedding fairness and privacy considerations into trajectory analytics [20, 23, 24, 27].

From a managerial perspective, the framework enables transportation agencies and fleet operators to
evaluate routing behaviour and anomaly detection models using synthetic data, facilitating secure data
sharing and operational assessment without exposing sensitive passenger information [2, 13, 22].

From a policy perspective, the proposed framework supports compliance with privacy regulations such
as GDPR by integrating formal differential privacy into mobility analytics. This enables evidence-based
transportation planning while maintaining strong privacy guarantees [3, 4, 22, 23].

6.4 Limitations and Future Work

Despite promising results, several limitations remain. Iterative diffusion training is computationally
intensive, particularly for very large multi-city datasets. In addition, rule-based anomaly curation requires
limited human intervention, and evaluating privacy–utility trade-offs under stronger adversarial settings
remains an open research challenge.

Future research can extend the proposed framework in several directions:

• Automated Anomaly Curation: Employ LLMs and self-supervised learning for scalable anomaly
labelling.

• Federated Learning: Develop distributed privacy-preserving training across multiple institutions
[2, 29].

• Multimodal Analytics: Integrate weather, traffic, and passenger information to improve contextual
anomaly detection [30].

• Advanced Privacy Mechanisms: Investigate homomorphic encryption, secure multiparty compu-
tation, and adaptive differential privacy [3, 4, 22].

• Real-Time Deployment: Develop lightweight streaming implementations for intelligent transporta-
tion systems [26].

• Robustness Evaluation: Extend adversarial testing using security-oriented generative techniques
[15, 16, 21].

• Cross-Domain Applications: Adapt the framework to logistics, autonomous vehicles, healthcare,
and financial analytics [20, 24, 27].

Computational Cost Analysis: Training requires approximately 14 hours per iteration on an NVIDIA
RTX A6000 GPU for 106 trajectories, resulting in roughly 84 hours over six iterations. Synthetic
trajectory generation requires approximately 3.2 seconds per 1,000 trajectories. Scaling to datasets of 107

trajectories would require distributed training or model parallelism, while longer trajectories benefit from
gradient checkpointing or sparse-attention techniques.[13, 23, 28]
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